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The introduction of decentralized distributed systems such as blockchain, 

with support for smart contract, has created a new paradigm shift in how business 

networks can be managed. Case in point, supply chain has been plagued with issues 

like flexibility, scalability, and decentralization, all of which can potentially be 

resolved using alternative network management and design. This research attempts to 

solve these issues using an experimental blockchain network design, with support for 

smart contract, whose network architecture and configurations are designed for a local 

testing environment. The author also uses a series of different network configurations 

and a custom smart contract to further stress the network performance. This network, 

which is based on Hyperledger Fabric, achieves a significant usability and flexibility 

with feasible network scalability. We also see the network architecture and 

performance thoroughly analyzed for potential system bottleneck and key areas to 

improve. The result is a rising trend of average transaction response time, with 

increasing peer nodes in each experiment. This proves that blockchain-based networks 

have the potentials to revolutionize traditional forms of supply chain network design 

and management. Finally, a more advanced and customized form of this network 

design can be used to test a more complex supply chain network in future studies. 
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CHAPTER 1 

INTRODUCTION 

 

Background 

 Agricultural revolution brought about a drastic change in humanity’s 

survivability as a whole and is also responsible for the then future industrial 

revolutions, of which undeniably fostered technological dependency seen in today’s 

societies. However, it is also one among the least digitized industry on earth. Even by 

employing hundreds of millions of people around the world, agricultural products are 

still mostly treated as traditionally as possible, from the way it is planted and farmed, 

down to the way it is distributed and sold along the supply chain to the end customers.  

 Agri-Food Supply Chain (AFSC) is by far facing as many uncertainties as it 

has ever seen before, ranging from demand, to consumer preference and 

environmental impact. One factor not given enough attention is its dedication to 

fairness to all stakeholders, especially food producers. One such volatility is the 

price—such that even if they produce for domestic consumption, of which they 

almost always do, global price will still profoundly affect their incomes (Segal & Le 

Nguyet, 2019, p. 06). This means it is not always considered to be equivalent to 

minimum wage compared to other industries since most farmers earn only somewhere 

between $2-$6 per day. As a result, hundreds of millions of people worldwide end up 

in substandard living conditions, lacking many of the basic necessities. The volatility 

of price emanates from the lack of transparency in the supply chain, particularly 

regarding both the information and physical flow of product. Coupled this with the 

shift in consumer preference to a more sustainable and organic purchases, it is a clear 

telltale sign that there has to be changes to the traditional model. 

 Blockchain, on the other hand, has been gaining a lot of traction as a new 

technological revolution in decentralized distributing system, by allowing 

transparency, anonymity, and security to coexist together. It has the potential to shape 

the world in almost every discipline, ranging from economics to politics, and even 

business (Kang & Indra-Payoong, 2019, p. A2; Swan, 2015, p. 30). 
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Statement of problem 

 Supply Chain is one of the most challenging industries in terms of 

complexity. During the 2020 pandemic, issues like traceability, logistics, 

manufacturing, increasing operational costs, uncertainties, shifting consumer 

preferences, and more have entirely changed some industries and seriously 

transformed others into sorts of hybrid business models. For instance, many retailers 

witnessed first-hand brutal decline in sales of non-essential items like entertainment, 

clothing, and such; while sales in food and household items are rising due to work-

from-home policy implemented in many countries. Furthermore, agrifood industry 

has absorbed these issues in addition to its many existing supply chain issues like 

material scarcity, lack of technological integration, inflation, and more. As a result, 

many stakeholders are experiencing extra pressure and adversity on top of market 

competition. Reasons such as buyer’s power and barrier to entry have consistently 

undermine producers’ ability to obtain information, and consequentially, to compete 

effectively. Food producers are typically taken advantaged of in terms of strategic 

business decisions. They are known to be discriminated against and treated poorly 

both by their business partners and employers (Mark, 2006; Segal & Le Nguyet, 

2019, p. 02); whereby the rule of law also does not necessarily favor their wellbeing 

and competitiveness in the industry (Polack, Cotula, Blackmore, & Guttal, 2014, p. 

07). Additionally, a study made by (Mazoyer, 2001, p. 02) describes the imbalance of 

opportunities received by farmers around the world, especially those living in Least 

Developed Countries (LDCs). Approximately 2% of the world farmers had access to 

modern motorization of farming tool and equipment, meaning they could utilize 

fertilizers, special seeds and plants, and other supports. Moreover, only two thirds of 

the world’s farmer were supported by the green revolution which allows them to 

obtain specially bred seeds and plants, fertilizers, as well as livestock, but at the 

expense of modern motorization and mechanization. This results in about one third of 

the farmers not receiving any support in the form of animal utilization, special crops, 

fertilizers, and have to resort to using manual labor to grow their crops. This 

revelation, combined with global trade, exhibits the truth that an increase in 

productivity of some farmers continue to overshadow the hard work and lack of 

support for other farmers in LDCs. Furthermore, the same increase in productivity 
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generates the adverse effect on prices of agricultural product on a worldwide scale, 

hurting the profitability and well-being of poor, rural farmers.  

 The lack of traceability presented in today’s supply chain industry poses 

serious concerns regarding transparency and sustainability. The outbreak of Bovine 

Spongiform Encephalopathy (mad cow disease) and E. Coli in USA drew significant 

discussion in food industry about the safety of food products. There is an estimation 

that food-related illnesses amount to millions of recorded sickness and 9,000 deaths 

yearly in USA alone (Pouliot & Sumner, 2008, p. 17). Moreover, the lack of 

transparency in value shared across stakeholders may also lead to abuse of power by 

large corporations and middlemen, which in turn, dramatically reduce farmers’ share 

in the value chain year by year (Bunte, 2006, p. 39). 

 This study aims to discover the potential usage of integrated blockchain 

technology in improving scalability and transparency in agri-food supply chain. This 

could help food producers gain a better living and profit out of current supply chain 

where abuse of power is indisputably encouraged by multinational corporations. If 

done correctly, Blockchain could be the future of fair and equal wealth distribution 

economy done using a decentralized distributed system. 

 

Research questions 

 This research seeks to answer the following questions: 

1. What is the current state of blockchain applications in supply chain? 

2. To what extent can blockchain be scaled and utilized in a local testing 

environment? 

3. How can blockchain be implemented in a supply chain configuration in 

order to sustain scalability and flexibility? 

 

Research objectives 

 The research aims to verify that farmers/food producers are in fact being 

taken advantages of during their business undertakings with other actors in the supply 

chain. The main objectives, however, are: 

1. To study and compare contemporary studies in literature with existing 

blockchain technology in supply chain. 
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2. To design a blockchain framework with various blockchain system 

configurations. 

3. To experiment on a smart contract-enabled blockchain network based on 

Hyperledger Fabric in order to demonstrate its scalability and flexibility on a 

simplified supply chain network.  

 

Limitation and scope of study 

 This research contains the following limitations: 

1. This experiment is confined to a local testing environment where 

blockchain configurations are tested within a single machine. 

2. This study is a demonstration of a blockchain framework utilization in a 

simplified supply chain network. 

3. It utilizes a simplified supply chain network as opposed to a full-fledged 

operational blockchain network. 
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CHAPTER 2 

LITERATURE REVIEW 

 

Agri-food supply chain (AFSC) 

 Agri-food industry has been feeding people since 20th century while staying 

mostly non-progressive in term of modernization. Most of the produce are often made 

by uneducated, small-scale farmers in rural parts of the world, and they are usually 

taken advantage of by middlemen and distributors—who are looking into squeezing 

more profits out of those farmers, whether through ethical means or not. As reported 

by  (Schutter, 2014, pp. 38-43), Unfair trading practices acted upon food producers 

could lead to unsustainable livelihood, child labor, and even environmental 

degradation. The traditional form of agri-food supply chain relies heavily upon 

uncontracted wholesale buy-outs from farmers which directly leads to supplies/output 

and quality to remain mostly inconsistent, susceptible to unnecessarily long lead 

times, and the impossibility of product traceability in times of crisis. In addition, 

Tsolakis, Keramydas, Toka, Aidonis, and Iakovou (2014, p. 48) state that one of the 

most critical setbacks in agri-food sector is the complexity and cost efficiency of the 

supply chain as it requires a multi-tier supply chain approach to solving the problems 

of unmatched flow of goods, both upstream and downstream the chain itself. Agri-

food retail firms help accelerate this system by deploying the use of vertical and 

horizontal integration, market segmentation, product offerings, branding of product 

lineups and companies, as well as trade in a global context as a whole. 

The progress made in Information and Communication Technologies (ICT) in 

Logistics, food quality, government policies on food regulations, the arrival of 

modern multinational food firms, vertical and horizontal integrations, and a plethora 

of other disciplines led to the adoption of Agri-Food Supply Chain (AFSC) by 

respective stakeholders (K Chen, 2006, pp. 02-04). Typically, an Agri-Food Supply 

Chain takes time from farming to the hands of a consumer via a long sequence 

consisting of: Farming (land preparation to harvesting), processing, testing, 

packaging, warehousing, transportation, distribution, marketing, and even Corporate 

Social Responsibility (CSR) (Iakovou, Vlachos, Achillas, & Anastasiadis, 2012, pp. 

06-10). 
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Stakeholders in AFSC normally consist of government and international organizations 

and private firms, the latter of which is composed of farmers, middlemen, research 

firms, suppliers, traders, logistics firms, food shops, and others (Jaffee, Siegel, & 

Andrews, 2010, pp. 35-37). In addition, Tsolakis et al. (2014, pp. 50-56) also present 

the first generic hierarchical decision-making framework in the context of AFSC as 

an alternative. The framework introduces Strategic, and Tactical and Operational 

Decisions as the main components. Strategic decisions consist of: selection of farming 

technologies, developing an investment portfolio, fostering supply chain partnering 

relationships, configuration of supply chain networks, establishing a performance 

measurement system, ensuring sustainability, and adoption of quality management 

policies. Tactical and operational decisions are composed of: planning of harvesting 

operations, planning of logistics operations, and supporting food safety via 

transparency and traceability. 

 This literature review aims to point out the overlooked unfairness of trade 

practices along the agri-food supply chain and the studies made in promoting 

sustainability in food industry. The reports and studies are reviewed, filtered, and 

compiled based on relevance and the impacts they made for fair and transparent, as 

well as sustainable supply chain for food producers as a priority. 

 Agri-food supply chain model, as mentioned above, used to rely on informal 

contract and immediate buy-outs from major middlemen and distributors who, for the 

most part, exert immense market power and pressure, forcing food producers to adapt 

to fewer, less market share and profitability respectively. The farmers’ market share 

had been declining over a 16 years period, from 1995 to 2011, while the remaining 

shares went to food industry and retail plus food services. Concurrently, farmers’ 

profit margins are also being squeezed out further by newer sustainable farming 

methods and regulations imposed by their clients and the government (Healy, 2015). 

Farmers’ well-being and roles in society have largely been ignored; the crops once 

planted to feed the local people have now been discouraged in favor of popular and 

in-demand seeds meant for export (Madeley, 2000, p. 55). Instead of helping small, 

vulnerable farmers thrive, globalized trade only serves to somehow worsen the 

situation indirectly by encouraging governments to use lands for export crops, further 

undermining the values of food with foreign currencies. The agri-food industry is 
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plagued with unfair trade practices seen across most countries, from developed 

nations to, especially, least developing countries who rely on agriculture the most. 

 

Fairness in agri-food supply chain 

 In table 1.1 below, significant studies regarding fair trading practices toward 

food producers are examined and reviewed to project the state of livelihood food 

producers are facing. The issues of unfair trading practices have always been present 

in agri-food supply chain since before fair-trade association was formed. The cases of 

supermarkets controlling more than half of the total food market share in America and 

Europe is bad enough that they may directly or indirectly influence the price of 

agricultural products. Their growths have come from cut-throat competition and their 

abilities to extract extra profits from food producers down in the supply chain. Kevin 

Chen, Shepherd, and Silva (2005, p. 05) also found that firms who source produce 

from producers tend to do so from individual, small farmers rather than community-

based ones, particularly because those producers lack production information, 

intelligence, negotiating power, and general competitiveness to negotiate any 

contractual terms at all. Making the matters worse, food supply chain in Asia is also 

delineated by almost total involvement from big supermarket chains that possess 

enormous market power over small suppliers. In UK, (Hingley, 2005, p. 05) noticed 

that power in agri-food industry is significantly imbalanced and overlooked. The 

research regarding fairness and power gap is undermined and ignored by other 

researchers. In a research conducted by (Hellberg-Bahr & Spiller, 2012, p. 91) in 

Germany, they concluded that around 40% of farmers participated in the survey 

expressed they didn’t feel they were treated fairly by their supply chain partners. 

Furthermore, they found there are positive correlations between higher payments and 

the acknowledgment of being treated fairly as seen by farmers. Additionally, 

Reliability and relationship quality proves to be even more important from farmers’ 

perspective on the issue, mainly because they feel they can rely on their partners in 

the long run.  

 Needless to say, the reality concerning fairness from the market says 

otherwise. The whole food supply chain is driven by price resulted from unchecked 

competition. Another study done by (Blizkovsky & Berendes, 2016, p. 108)  
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brilliantly illustrates the power imbalance between farmers and suppliers: 

“Asymmetric scopes of power to enforce self-centered profit distributions and/or 

possibilities to actively influence certain actors to conduct economic performances 

according to one’s own concepts and interests form a threat towards a fair functioning 

of bargaining practices within the food supply chain.” Strong actors obtain even more 

power because therein lies lack of competition in the industry. This lack of 

competition fuels the buyer’s bargaining power of suppliers and retailers, forming 

what is essentially oligopsony, and thus forcing farmers to sell at much lower prices 

than necessary. This, in turn, further fuels the tendency for other actors to engage in 

Unfair Trading Practices (UTPs). Likewise, (Fair World, 2018, pp. 08-09) reports 

similar occurrences for farmers in rural developing countries. 84% of worldwide 

farmers rely on 2 hectares of land or less to feed their communities and environment. 

However, the issue of global export of agricultural product threatens their well-beings 

and communities. By allowing for corporations to exploit these vital food producers, 

the communities face numerous obstacles, ranging from land grabbing, unfair trade 

practices, uneven wealth distribution, low and volatile prices, and most importantly, 

the corporations’ control of the food supply chain itself. 

 

Sustainability in agri-food supply chain 

 In Table 1.2, the topic of sustainability in agri-food industry is brought up 

along with recent studies. Unsurprisingly, one study states price changes at the 

consumer level may not be transmitted to the suppliers after all. In the long run, 

through acquiring market power, price changes and its risks are shifted to food 

producers through various means (price transmission not transmitted, asymmetrical 

price changes, and the lag of time between price changes), while leaving some rooms 

for suppliers to still make a profit (Bunte, 2006, p. 41). Meanwhile, (Seuring & 

Müller, 2008, p. 460) identifies economic aspect among the three aspects of 

sustainability as the most important one, arguing that without long-term profit an 

enterprise will not survive the competition. The study reveals that lack of customer 

demand and government regulation threatens the producers’ businesses. Furthermore, 

it is known that competitiveness of the supply chain lies deeper than the pricing and 

economic aspect of sustainability. Turns out that there should be a case-by-case study 
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that reflects on the multi-objectiveness of the whole supply chain, preferably focusing 

more on food producers rather than the suppliers up the stream.  

 Another important part of sustainability, namely traceability, is seen as a key 

solution to supply chain’s adaptiveness to modern-day fast-moving markets. 

Improving food safety and traceability does encourage customers to pay more, and 

thereby has a potential to open up a new type of market to increase both safety and 

profitability of food producers (Pouliot & Sumner, 2008, p. 19). On top of this, 

(Thompson et al., 2007, p. 13) provides an excellent questions as to how can poor 

rural farmers negotiate their way out of unfairness in the face of numerous challenges 

in agrifood industry, from market failures to public intervention? The study unearthed 

vital issues, from ineffective and irresponsive agricultural system, to changes of the 

modern supply chain and customer trend. The study proposes some keys aspects to 

solving sustainability issue such as ecological care, modernized agricultural 

technology, government regulation, and the dynamics of modern supply chain 

production. What is missing the most from today’s cluttered food supply chain is the 

dynamics of a creative, technology-driven supply chain that is both fair and 

transparent for all stakeholders. In a similar fashion, (Fritz & Matopoulos, 2008, pp. 

08-10) argue that corporations basically neglect the economic aspect of sustainability 

of its own suppliers and instead focus more on social and environmental aspects 

which help them sell more products. It is further argued that food producers face 

immense risks and pressure from its own buyers who can do whatever it wants and 

command the farmers to adopt any sustainable production methods, mostly at their 

own expense. The system simply lacks the modernized, fair, and sustainable model in 

which all stakeholders could participate. Leaving only government regulation and the 

implementation of sustainability in the hands of transnational supermarket chains only 

exacerbate the circumstances up to the point where unfair trading practices are 

prevalent--and the imminency of poor rural farmers’ economic collapse is not far 

ahead.  

 In 2050, there will be a total of 9 billion people in the world waiting to be 

fed, while land use couldn’t be expanded anymore due to devastating environmental 

impact it could pose to all life on earth. Thus, the only logical way is to increase 

productivity and efficiency with utmost focus on sustainability. As proposed by 

2
8

4
5

2
4

2
0

2
0



 

B
U
U
 
i
T
h
e
s
i
s
 
6
1
9
1
0
0
0
3
 
t
h
e
s
i
s
 
/
 
r
e
c
v
:
 
2
8
0
6
2
5
6
6
 
2
2
:
2
5
:
2
6
 
/
 
s
e
q
:
 
1
0

 

 

10 

(Chiengkul, 2017, pp. 10-14; Hendrickson, Howard, & Constance, 2017, p. 39), 

modern-day agrifood industry is capitalistic in nature and should not represent such a 

vital aspect of human lives like rights to food. Take international trade as an example, 

we see price dumping happening a lot on an alarming scale that it challenges the 

livelihood of all farmers in developing nations. The flawed assumption about the 

existence of perfect competitions has proved to be a huge mistake as negative 

externalities and lack of sustainable production threaten the long-term wellbeing and 

livelihood of millions of people around the globe. The study recommends 

sustainability food sovereignty as potential solutions to sustain the global food supply 

chain in 21st century. In addition, not only sustainability has proven to be save costs 

and environment in the long run, but it is also shown to deeply correlate to 

performance and circular supply chain as well (Lai & Wong, 2012, p. 278). 

 With that being said, the study focuses on creating a fair, transparent, and 

sustainable model in a low-risk-high-reward manner based on Blockchain and Smart 

Contract to leverage stakeholder power for those of food producers and level the 

playing field in food supply. This research could potentially adopt a platform-based 

system to form a community based on fairness, respect, and transparency in a cutting 

edge secured environment.  

 

Blockchain applications in supply chain 

 Distributed computing technology has been around for decades, and only 

over the past ten years has blockchain been utilized as a form of trustless distributed 

computing. The early form of Blockchain usage is in Bitcoin as a form of distributed 

ledger, of which Blockchain’s application is extremely limited to recording tamper-

proof messages and transactions. Later on, Ethereum (Tikhomirov, 2017, p. 01) 

emerged as an evolution of distributed computing by introducing the concept of smart 

contract as a foundation on which blockchain can be leveraged as a platform for many 

critical purposes. Eventually, along with combination of distributed computing system 

and encryption, Blockchain has evolved into a multi-purpose tool, making it suitable 

for various industrial and business applications. Specifically, Blockchain has a special 

inherent quality of being a decentralized system, allowing for transparent data 

distribution without necessarily exposing sensitive information to unauthorized 
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parties. As reported by (Lin et al., 2020, p. 143922), Blockchain’s decentralized 

feature is one of the most effective solutions for data integrity and distribution of 

information across all stakeholders as it allows for an unprecedented information 

exchange and collaboration across the whole supply chain. On top of that,  de 

Carvalho, Naoum-Sawaya, and Elhedhli (2022, p. 856) concludes that Blockchain 

offers considerable potential to redefine supply chains due to its data immutability 

and transparency shared between its network members. The way Blockchain works is 

by distributing exact copies of ledgers containing information about transactions and 

its metadata to its members. Then additional future transactions and metadata will be 

further distributed to members through its consensus algorithm of which network 

participants have already agreed upon. Smart Contract enables the Blockchain 

network to support various level of interactions between members and assets/objects. 

Members can send, receive, create, update, and execute other functions as per the 

required complexity of the business interactions. Smart contract can also be 

programmed with legality in mind, further decentralizing the network from any 

centralized legal entity. Due to its tamper-resistant and auditable nature, smart 

contract is a fitting match for distributed system like Blockchain (Mohanta, Panda, & 

Jena, 2018, p. 01). 

 It has been found that food producers and small manufacturers of supply 

chain experience unfair treatment because of centralized authoritative pressure. The 

pressure exerted on those producers can be categorized as a form of practice from 

various parties up the stream (Kang & Indra-Payoong, 2021, p. 03). Similarly, Supply 

Chain as a whole is also facing unfair trading practices, as well as various other issues 

such as: lack of stakeholders’ collaboration, operational inefficiency, especially 

concentration of power (centralization) as well as scalability issue in a huge supply 

chain information sharing network. These problems are remedied using various 

advanced technology to enhance data sharing, security, and scalability. Supply Chain 

has evolved and grown significantly since its inception; however, due to the increased 

complexity, it can no longer be feasibly solved using conventional and established 

technological frameworks. For instance, transparency issue in Supply Chain requires 

a system so focused on information sharing and collaboration—the sort of issues for 

which Blockchain and smart contract is created. A study conducted by Montecchi, 
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Plangger, and West (2021, p. 11)  affirms that there needs to be more researches done 

into transparency issues of supply chain due to “…the growing complexity of supply 

chains and unpredictable continuous changes in the external environment…”. The 

same study also reiterates that future researches should explore how various 

frameworks can add additional value and competitive edge to the supply chain 

stakeholders. Blockchain network helps facilitate transactions from peer-to-peer, 

member-to-member to be transparent when required, especially without the need for 

middlemen in Supply Chain—which greatly assists in enabling all stakeholders to 

participate and voice their opinions in challenging the established norms of trading 

practices (Xiong, Dalhaus, Wang, & Huang, 2020, p. 02). This eventually creates trust 

which is derived from a system that doesn’t require its members to trust each other at 

all. In addition, Pournader, Shi, Seuring, and Koh (2020, pp. 15-29) examined various 

researches on Blockchain and smart contract applications, many of which take aim at 

solving trust and transparency issues in supply chain. It also concludes that 

Blockchain technology enables transparency, and in turn, creates trust as it 

decentralizes the flow of information sharing, and allows for stakeholders to exercise 

their powers in a fairer and more transparent environment.  

 Because Supply Chain is a complicated set of processes, often involving 

multiple business parties, it requires a lot of collaboration, information sharing, 

management, and ultimately the integration of all vital processes in order to be treated 

as a complete and optimized set of system. Therefore, information flow is an 

indispensable part of collaboration in the whole supply chain. It is well-known that 

Information Technology (IT) plays a significant role in various Supply Chain 

activities since it allows for an increased amount and variety of information to be 

shared between business allies (Vanpoucke, Boyer, & Vereecke, 2009). Moreover, the 

integration of technology tremendously help in the context of information flow as 

inter-firm relationships and costs are optimized versus the traditional means of 

information sharing. As such, accurate, on-time, and visible communication of 

information between business partners is essential to ensure supply chain consistency, 

competency, and effectiveness (Singh, 1996, p. 30). As businesses strive to not only 

develop long-term relation-based value creation in Supply Chain, but also by utilizing 

information shared as effectively as possible firms can foresee a need to adopt 
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experimental technology—by which its mere presence is sufficient to enable a better 

integrated Supply Chain (Patnayakuni, Rai, & Seth, 2006, pp. 39-40). As Blockchain 

and Smart Contract provides unparalleled level of security and information sharing in 

various experimental case studies, it is obvious to firstly utilize its properties in small-

scale designs that resemble working supply chain networks. Blockchain-enabled 

network has the capacity to enrich the variety and amount of information exchanged 

between business partners to such an extent that foreign entities cannot tamper with 

the integrity of the data shared. Thus, blockchain’s potential in many areas of supply 

chain information flow management is considered as the solution to many existing 

information flow managements in optimizing supply chain operation. Better 

information management also fosters transparency and auditability of supply chain 

operation, which in turn improves supply chain efficiency and allows for a more 

integrated operation for all stakeholders (Kersten, Seiter, von See, Hackius, & 

Maurer, 2017, pp. 27-28).  

 On the other hand, there exists many researches made in supply chain 

industry using Blockchain technology, most of which focus on either identifying new 

frameworks or echoing the existing Blockchain applications in Supply Chain. Case in 

point, a study done by Dutta, Choi, Somani, and Butala (2020, p. 22) analyzed a total 

of 178 articles related to Blockchain technology in supply chain, with applications on 

various parts of supply chain and logistics. As said, with most of the studies exploring 

the concept of integrating Blockchain and smart contract into supply chain, the 

minority remaining researches seek to apply certain designs and concept to cases 

studies; there have been an absent in studies done on experimenting or analyzing of 

information flow of such concepts in Supply Chain. Another example by Kakarlapudi 

and Mahmoud (2021, p. 12) corroborates that even if there exist many conceptual 

papers with prototypes, there are still some of them with “…no implementation or 

evaluation details…”. Most conceptual studies, with or without actual applications of 

such designs, do not prioritize network design testing and analysis, as well as their 

implications on Supply Chain. It can be summarized as due to the relative infancy of 

the technology, whereby it is still in its early stages of emergence, too premature to be 

examined in terms of long-term usability. This occurs primarily because of the gap in 

researches, implementations, and long-term viability of such concepts (Hackius & 
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Petersen, 2017, p. 07). Furthermore, Antonucci et al. (2019, p. 6136) states that 

Blockchain has been gaining grounds as the platform for solving traceability and 

transparency issue of Agri-Food Supply Chain, while also reaffirming that only a 

handful of practical applications are present. Besides, there has been no mention of 

design vulnerabilities in the reviewed studies. Also, according to (Wamba & Queiroz, 

2020), top 20 most globally cited publications related to Blockchain technology in 

Supply Chain were mostly works on privacy, security, smart contracts, and 

Blockchain architecture. The researches referenced in this study were further 

explained to be experimental in nature, with each focusing on different aspects of 

supply chain traceability, security, operation, and information management—with a 

noticeable lack of studies made on designing and testing of such designs. Based on 

these studies we see that Blockchain technology is an emerging technology where its 

utility and scope of applications in Supply Chain are still being determined by 

scholars and professionals alike.  

 From Table 1, here we have some current implementations of Blockchain 

technology in Supply Chain. These applications in literature attempt to uncover the 

usability of Blockchain in various specific scenarios. For instance, a study done by  

(Cocco et al., 2021) utilizes NFC and RFID with Blockchain and integrate them into a 

traditional bakery supply chain. This allows for a more transparent and auditable 

supply chain where customers can see the journey of the product, from raw material 

to the end product they are consuming, while enabling certain supply chain authority 

to monitor the product quality and working practices. However, this Blockchain 

network is permissionless, meaning everyone can join the network and see the 

information being passed along the transactions, which is not ideal in considering all 

of the information in Supply Chain is made transparent with no customization 

options. The approach to Blockchain integration mentioned here works best for the 

transparency and traceability issues in food Supply Chain where safety and quality are 

of utmost importance. Another study by Reddy et al. (2021) also experimented with 

the use of IoT and blockchain to combat transparency issue in Supply Chain 

Management. The proposed framework aims to decentralize information sharing and 

to eliminate single point of failure as with traditional centralized server-based 

systems. This design also leverages the usage of Blockchain with IoT and smart 
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contracts in a local setting. Sensors are placed at various points within the Supply 

Chain so that it can be used with smart contracts to generate relevant info for 

customers and other stakeholders. Farmers are able to see info relating to soil quality, 

herbicides, and other factors impacting the end quality of product. Customers are also 

able to use a web interface to track product info and overall transparency from 

farming to their tables. The authors found that ultimately this blockchain network, 

with the use of smart contract, is able to achieve transparency, immutability, and 

traceability for the whole supply chain.  

 Studies made by (Adamashvili, State, Tricase, & Fiore, 2021; Chiranjeevi, 

Tripathi, & Maktedar, 2021) emphasize on traceability and security in Supply Chain. 

The former focuses more on Supply Chain mapping and simulation with Blockchain 

integration into auditability and tracking of Supply Chain product in case of quality 

issues. It found that Blockchain helps decrease inefficiencies and disorganizations 

along the Supply Chain, as well as simplifying information sharing among 

stakeholders as they are given the capability to track and audit the product’s quality. 

The latter study concentrates on a generic framework, upon which can be used with 

Blockchain and smart contract as a solution to tracking prices and overall traceability. 

Combined with ERP, the study focuses on fast information sharing and tracking that 

empowers stakeholders to be able to participate in a more transparent Supply Chain. 

On the other hand, Lau, Liu, and Au (2021) proposes a generic blockchain system for 

Supply Chain traceability that adopts a hybrid Blockchain architecture. The design 

allows for traceability via smart contract, immutability and data integrity by 

Blockchain architecture, and increased efficiency and transparency with immutable 

records of transactions and other records. Similarly, Sund and Lööf (2019) conducted 

an extensive research on Blockchain application in Supply Chain traceability in which 

a Blockchain network is designed and implemented on IKEA Supply Chain. The 

system design includes smart contract compatibility and off-chain data storage to 

more effectively trace and track thousands of products across many different 

categories. Combined with smart contract, users can transfer ownership of products 

along the Supply Chain and have those records be safely and immutably stored.  

 On top of this, Sathya, Nithyaroopa, Jagadeesan, and Jacob (2021) 

implemented Blockchain and smart contract in an experimental study to determine its 
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security and decentralization capabilities. They found the network to have increased 

efficiency, transparency, and faster transaction. The study integrates Blockchain and 

smart contract into Food Supply Chain where information relating to products are 

recorded along the Supply Chain using Ethereum network. However, it is still limited 

in nature and has not proved to be useful beyond experimental stage. Also, as 

mentioned above, de Carvalho et al. (2022) found that by modeling Blockchain as a 

key component into the Supply Chain, certain information can be leveraged as 

features, leading to monetization of products into premium categories. This leads to 

increased profitability, transparency, traceability, and efficiency in Supply Chain as a 

whole. Moreover, by strategically deploying Blockchain in particular key areas of 

Supply Chain results in better product differentiation due to traceability and 

transparency, as well as more profitability and higher surplus for consumer. The study 

also states that the adoption of Blockchain in partial areas of Supply Chain is the key 

to optimize profitability, efficiency, transparency, quality, and cost effectiveness. 

Similarly, Vo, Nguyen-Thi, and Nguyen-Hoang (2021) experimented on Blockchain-

enabled Supply Chain with sustainability and traceability as the main objectives. The 

authors create a Blockchain architecture network capable of tracking food in Supply 

Chain, from production to retail whereby the network can be used in tandem with 

smart contract to track products and improve efficiency of Supply Chain as a whole—

and subsequently build consumer trust. Another study by Surjandari, Yusuf, Laoh, 

and Maulida (2021) also proposes a Blockchain network based on Hyperledger Fabric 

as a platform for a more decentralized and transparent Supply Chain. This research 

mainly focuses on the HALAL Supply Chain where product origin and processing are 

highly sensitive and vital for end consumers. The authors made use of an older 

version of Hyperledger Fabric (version 1.4.3) to design a Blockchain-enabled 

HALAL Supply Chain, completed with smart contract to demonstrate its potential and 

capability as a solution for increased decentralization and transparency in Supply 

Chain.  

 Inspired by the issues in conventional centralized traceability solutions in 

Supply Chain, Sunny, Undralla, and Pillai (2020) set out to offer an overview of the 

state of Supply Chain Traceability based on Blockchain. By reviewing 27 articles on 

Blockchain Traceability system for Supply Chain, the authors found that Blockchain 
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traceability has a variety of usage within Supply Chain as it can be implemented to 

counteract counterfeit products, monitoring business processes, and much more. Also, 

the designs analyzed in this study help achieve visibility issues in conventional 

Supply Chain systems. However, even with Smart Contract integration, the current 

state of Blockchain is still far too novel and incomplete to be reliably used; thus, the 

frameworks reviewed are mostly used with the added integration IoTs, as well as 

conventional systems. This allows for an ample space for experimentation without 

disrupting the supply chain itself. Additionally, Blockchain’s potential is still yet to be 

determined, and that makes designing and implementing such systems to be 

extremely dynamic and disrupting for conventional systems. Issues like scalability, 

consensus, and lack of a standard framework deter many potential enterprises and 

stakeholders from experimenting. The authors also specify that most of the 

applications reported in literature are mainly conceptual in nature. Part of the reason 

why, argued the authors, actual applications are so rare is primarily because of 

Blockchain’s infancy and lack of new experiments in this field.  
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 As seen above, most of the researches reviewed pertain to mostly 

frameworks and concepts, with some applications that have not either been 

implemented or too complicated to be feasibly applied. Therefore, this study could 

very well be among the first of its kind to explore the blockchain network designs 

testing as well as the analysis of said network’s scalability in literature. It also seeks to 

use blockchain technology and smart contract to remedy the issues of scalability and 

centralization clearly observed and documented in Supply Chain literature. We have 

learned that supply chain, particularly food supply chain is delineated with 

centralization of power, with big buyers such as retail chains, distributors, and such 

abuse their purchasing power to force producers and other stakeholders to accept 

unfair terms and business deals. We have also learned that traceability in supply chain 

is another big issue where a lot of products are not properly recorded along the supply 

chain. Technology adoption is another concern where producers and some other 

manufacturers are left without technological support, putting them into an unfair 

position comparing to competition. In addition, there have been some studies made on 

blockchain applications in supply chain. We have seen some studies focus on creating 

a blockchain network that establish and retain decentralization where abuse of power 

is reduced since network participants can access the same shared information. Not 

only do marginalized stakeholders are given the chance to compete fairly, but they 

also can access a more transparent network where business conducts can be better 

negotiated, products are better traced, and responsibilities can be evidently imposed 

on deserving parties.  

 On the other hand, this research is particularly pertained to experimenting on 

various configuration of blockchain network that is based on Hyperledger Fabric. The 

experimentation makes use of multiple network configurations in order to study the 

network performance, flexibility, and stability in manners where network members 

are gradually increased. The experiment is intended this way to concentrate on 

performance, particularly the average network transaction time. Due to the 

decentralization nature of the network where there is no central authority to create and 

share the information, the blockchain network has to make use of Peer-to-Peer (P2P) 

concept where members communicate in order to sync information. The next chapters 

will showcase the concept behind blockchain and smart contract, as well as the 
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network topology behind the experimentation. The detailed specification of hardware 

and software is presented, along with Hyperledger Fabric and its components—the 

most vital part of this research. In chapter 4, the experimentation workflow is shown 

in details as to how the network is created step by step, as well as how each network 

configuration is tested, and how each of the network transaction speed is obtained. 

The explanation is provided behind what each figure means, and how it affects the 

network performance. Thus, the experimentation and analysis of this research on 

blockchain network scalability and flexibility serve as a starting point on which the 

framework can be studied and leveraged into any future form of practical application 

should there be any further studies.
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CHAPTER 3 

METHODOLOGY 

 

 This research methodology is to design a blockchain-based smart contract 

platform aiming to leverage the use of technology in a simplified supply chain 

network. It also incorporates network scalability, flexibility, as well as network 

performance analysis. 

 

Blockchain and Hyperledger Fabric 

 Blockchain has emerged as the core technology to power Bitcoin, the first 

and, currently, the biggest cryptocurrency of its kind due to its “immutability, 

decentralization, and time-stamped record keeping” (Gausdal, Czachorowski, & 

Solesvik, 2018, p. 01), and its “integrity, resilience, and transparency” (Viriyasitavat 

& Hoonsopon, 2018, p. 01). First mentioned in pseudonymous author Satoshi 

Nakamoto’s well-known white paper titled: “Bitcoin: A Peer-to-Peer Electronic Cash 

System” (Nakamoto, 2008, p. 02), Blockchain has been at the core of Bitcoin’s 

innovation as it delivers “a trustless proof mechanism of all the transactions on the 

network, as well as existing “as the architecture for a new system of decentralized 

trustless transactions...” (Swan, 2015, p. X). 

 Shortly after the release of Bitcoin as an open source software in 2009, the 

focus was on Blockchain because of its unique solution to the double-spending 

problem, by verifying all transaction logs and its publication’s validity via 

cryptography hashes using Nakamoto’s Consensus (Clark, Edward, & Felten, 2015, 

pp. 106-107), and its introduction of a trustless decentralized system (Marr, 2018). 

According to various publications, Blockchain is given slightly different definitions. 

For instance, Blockchain is regarded as “a distributed, transactional database. 

Globally distributed nodes are linked by a Peer-to-Peer (P2P) communication network 

with its own layer of protocol messages for node communication and peer discovery” 

(Glaser, 2017, p. 1545), or “a public ledger and all committed transactions are stored 

in a list of blocks” (Zheng, Xie, Dai, Chen, & Wang, 2017, p. 557). In other 

publications, however, Blockchain is defined in a more technical manner, focusing on 

its decentralization and peer-to-peer validation via time-stamped ledger (Aste, Tasca, 
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& Di Matteo, 2017, p. 19; Francisco & Swanson, 2018, p. 02; Hawlitschek, 

Notheisen, & Teubner, 2018, p. 52; Seebacher & Schüritz, 2017, p. 14), a trustless 

approach of data system management and transparency (Bano et al., 2017, p. 01; 

Tribis, El Bouchti, & Bouayad, 2018, p. 01; Yli-Huumo, Ko, Choi, Park, & 

Smolander, 2016, p. 02), security (Cai et al., 2018, p. 02; Korpela, Hallikas, & 

Dahlberg, 2017, p. 4187; Li, Jiang, Chen, Luo, & Wen, 2017, p. 07; Watanabe et al., 

2016, pp. 01-02), and the blockchain framework itself (Risius & Spohrer, 2017, p. 

07). 

 In this research, we focus on a simpler and more basic approach meaning of 

Blockchain as “decentralized distributed network with a shared ledger 

that is tamper-proof, time-stamped, encrypted, and nodes-verified to ensure security, 

scalability, and transparency.” Since its inception in 2008, Blockchain was made 

open-source compatible in 2009 following its deployment alongside Bitcoin. 

According to Swan (2015, p. IX), Blockchain is an extremely disruptive technology 

that “…could have the capacity for reconfiguring all aspects of society and its 

operations.” Thus, its revolutions are categorized into 3 phases: Blockchain 1.0, 

Blockchain 2.0, and Blockchain 3.0. Blockchain 1.0 is the implementation of the 

cryptocurrencies via peer-to-peer digital payment systems; whereas Blockchain 2.0 is 

the extension of the technology, focusing on contracts and application that extend the 

usage of Blockchain into economic and business practices: stocks, bonds, loans, as 

well as smart contracts. Blockchain 3.0, on the other hand, goes beyond business, 

finance, and markets—to focus on government, health, literature, science, and art (G. 

Chen, Xu, Lu, & Chen, 2018, p. 02).  

 This research makes use of Hyperledger Fabric (Hyperledger, 2023), a state-

of-the-art permissioned Blockchain Platform that offers versatility and modularity, as 

well as privacy and security for enterprise use. Hyperledger Project was founded by 

Linux Foundation in 2016 ("Blockchain Quick Reference by Brenn Hill, Samanyu 

Chopra, Paul Valencourt," 2023) to foster blockchain development in enterprise usage 

by preserving security, modularity, and privacy using Decentralized Ledger 

Technology (DLT), also known as Blockchain. Hyperledger Fabric is a sub-project 

which is built with collaboration from 30 founding members such as Digital Asset, 

Blockstream, and IBM.  
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 Hyperledger Fabric prioritizes privacy and security by using modular 

components such as pluggable consensus model, multiple ledger formats, and 

Membership Service Provider (MSP). This allows Hyperledger Fabric to support a 

varying degree of networks in different industries such as in Supply Chain. In 

addition, members of Hyperledger Fabric network can be grouped into different 

channels where confidential information can be shared—with customization as to 

which members can view or participate with precision. For instance, some members 

might be competitors in the same field, and thus, they can be grouped into different 

channels where transactions and other information is not shared. As a result, only 

channel members can access certain information, and only those members possess the 

ledger copies containing the aforementioned information. Below are more key 

advantages of Hyperledger Fabric: 

1. Permissioned Architecture: Only permissioned members are allowed 

access to the network. 

2. Modularity: As stated before, components such as Certificate Authority 

and Consensus can be replaced with desired supported alternatives. 

3. Consensus: Default consensus is RAFT, which is scalable and reliable; 

however, members can develop their own consensus model suited for specific use 

cases. 

4. Flexible data sharing approach: Members can isolate vital and 

confidential data using channels or use private data collections. 

5. Easy to implement and govern smart contract model: With multi-

language support for smart contract (Go, Java, JavaScript), members can utilize 

existing resource to establish multiple smart contracts within the same network, while 

chaincode versioning support helps with maintaining and/or upgrading those smart 

contracts for future business logics. 

6. Customizable Endorsement Policy: members can vote for a varying 

degree of rights and duties for all participants. Some members may be elected to 

endorse specific transactions, while others are needed to participate in certain network 

configuration updates.  

7. Rich database support: Members can vote to select between key-value 

pair queries or JSON queries. 
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8. Decentralized ledgers: each peer node can store its own copy of ledgers 

across multiple channels depending on the network configuration. One peer node can 

also store multiple instances of chaincode. 

 

Smart contract and functions 

 The basic idea behind smart contract was explored more than twenty years 

ago by Szabo (1997). It is essentially a form of autonomous digital software made to 

emulate contracts through the blockchain architecture and to also prevent any 

fraudulent alteration to the data (Lauslahti, Mattila, & Seppala, 2017, p. 11). 

According to Savelyev (2017, p. 05), smart contract is “an agreement whose 

performance is automated”; whereas Greenspan (2016) defines it as “a piece of code 

which is stored on an Blockchain, triggered by Blockchain transactions, and which 

reads and writes data in that Blockchain’s database.” Another definition sees smart 

contracts as “automated software program built on a blockchain protocol” and as 

“programmable contractual tools, they are contracts embedded in software code. 

Thus, a smart contract can include the contractual arrangement itself, governance of 

the preconditions necessary for the contractual obligations to take place and the actual 

execution of the contract.” (Koulu, 2016, p. 53). However, One of the more concrete 

and complete definition is: “Smart contracts are digital contracts allowing terms 

contingent on decentralized consensus that are tamper-proof and typically self-

enforcing through automated execution” (Cong & He, 2019, pp. 1764-1765). 

 Smart contracts are based on code, and therefore, are immediate and can be 

securely executed without third party interventions like banks or courts. It has also 

been heralded as the next revolution in global business. (Levy, 2017, p. 02) As a 

consequence, it helps increase trust and transparency in a public or private blockchain 

since everyone is allowed to check the codes underlying behind the contracts 

themselves (Gatteschi, Lamberti, Demartini, Pranteda, & Santamaría, 2018, p. 05). 

Additionally, smart contract excels at managing heavy data-driven scenarios. It can 

efficiently and effectively automate transactions and other contractually-agreed terms 

despite the complexity and will always produce accurate result (Christidis & 

Devetsikiotis, 2016, pp. 2296-2297). 
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Figure  1 A snippet of simple smart contract 

 

 The author has written a smart contract in Go for use in this blockchain 

network. The smart contract is written as a basic contract meant to establish entities, 

or organizations in this case, with account holdings so that we are able to transfer said 

holdings from one entity to another. It is also meant to simulate transactions between 

organizations. Doing so enables the researcher to measure the stability and scalability 

of the network, as well as the transparency and other benefits for supply chain. There 

are two necessary functions that are used for experimentation on this blockchain 

network: 

1. Init: This function is used to populate the blockchain ledger with initial 

information about entities and their account holdings in integer number. 

2. Invoke: This function is meant for transferring account holdings from 

one entity to another. Doing so will change the state of the blockchain ledger and 

allow the researcher to verify its data accuracy and immutability. 
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Blockchain network architecture  

 Hyperledger Fabric version 2.5 has been chosen as it is the latest available 

version during this research. Since the author uses this network only for local 

experimentation, some components such as Certificate Authority (CA) are not used 

because they would not otherwise have any impact on performance nor stability of the 

blockchain network. Specifically, Certificate Authority is used in production 

environment where blockchain networks, similar to the configurations used in this 

study, rely on security and authorization for every member and user before any 

network access is granted. CA allows organizations to issue certificates and keys to 

users based on their needs. For instance, client users such as customers are allowed 

certain actions such as issuing transactions and checking their remaining balance. 

Whereas users like organization administrators are permitted to access and initialize 

configuration changes within the network. Components such as CA is unnecessary 

since we are dealing with a preconfigured network in a local testing environment 

where security is not a concern at all. Moreover, custom ledger solution like 

CouchDB is not used in this experiment since it would have been a further bottleneck 

to the network performance as it requires roughly double the hardware performance in 

order to emulate. CouchDB commands extra docker containers to run in parallel to the 

peer nodes, with each peer node connecting to one CouchDB instance to store one 

ledger. This would effectively cut the network scalability in half as we continue to 

expand the network for experiments. To combat this issue, we use the default ledger 

database, LevelDB, since it does not require additional resource on the system and 

affect the network performance in any way. It is also fitting for this experiment 

because we are using a standard key-value pair custom chaincode that performs well 

with LevelDB. CouchDB, on the other hand, is only required if the network requires 

storing ledgers with complex asset properties and query requests. 

 Below are necessary components used for this blockchain network (Adhav, 

2020; devendrasalunke, 2022; Krishnan, 2020; Maheshwari, 2018): 

- Peer nodes: Arguable the most important component of any 

Hyperledger Fabric network. Peer is responsible for managing ledgers, smart 

contracts, as well as participating in various activities within the network. It may 

access the data in ledgers in order to execute smart contracts, or it may endorse 
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transactions prior to committing any. There are many types of peers such as: 

endorsing peer, committing peer, anchor peer, leader peers, and orderer peers.  

- Organizations: They own and control peer nodes within their own 

respective organizations. Organizations together form a blockchain network that abide 

by their own rules and conducts. These organizations also manage identities for peers 

and users, as well as authenticating all participants on the same network to avoid 

unauthorized access. 

- Membership Service Provider (MSP): MSP manages identity and 

authentication of said identities within the network. This separates Hyperledger Fabric 

from the rest of the blockchain platform as each and every member and user of the 

network is deliberately recognized and authorized to participate in network activities. 

Participants are like client applications, users, peers and such are identified using 

certificates and cryptographic materials like private and public keys. The author 

utilizes local MSP for this setup as it is ideal for development and testing purposes of 

identities within the local network. Cryptogen tool is used to generate certificates and 

keys for this study as it is ideal for local testing. 

- Orderer: It is a vital component in specifying the delivery of 

transactions to peer nodes for validation and endorsement processes before any 

transaction can be committed and appended into the blockchain ledger. Orderer 

maintains and sorts transactions, as well as communicating necessary information to 

peer nodes in order to reach consensus. Orderer also acts as the mediator for 

communicating between peer nodes by implementing the consensus protocol to order 

the transactions. Orderer nodes form an ordering service withing a certain blockchain 

network. The consensus protocol utilized in this research is RAFT protocol (Ongaro 

& Ousterhout, 2014, 2015). Raft provides accurate, secured, and low-latency 

consensus in a scalable distributed environment—which provides massive benefits for 

a supply chain network, whose members are constantly cooperate in dynamic 

environments of communication and data sharing.  

- Channel: a private “subnet” of information sharing and communication 

for specific network members. Channels are defined by organizations, ledgers they 

share, ordering nodes, and smart contracts. Peers join channels using their certificates 

authorized by MSP. 
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- Smart Contract: Also known as Chaincode, smart contracts within a 

blockchain network carry out a series of executable business logic to be stored on the 

shared ledger. Chaincode helps define objects and assets for logic use that enables 

blockchain data to be written into the ledgers. Smart Contract also enables peers to 

simulate transactions before packaging them up into transaction proposals.  

- Ledger: It is a digital book or journal of sort containing both factual 

transaction history and current value of business objects’ attributes. 

 After installing the required base software layer, we can start installing 

Hyperledger Fabric and the sample images (Fabric, 2023d). For this, we have to clone 

Hyperledger Fabric samples repository, download latest Hyperledger Fabric Docker 

images, as well as Fabric CLI tool with configuration files. The following executables 

are used to create the Hyperledger Fabric blockchain network seen in this research: 

- Cryptogen: It is a utility used in generating Hyperledger Fabric key 

materials. It is meant to be used for testing purposes.  

- Configtxgen: It helps users create and inspect configurations of channels 

and their artifacts such as genesis block and configuration update files. 

- Configtxlator: It allows for encoding and decoding between JSON and 

Protobuf versions of Hyperledger Fabric data structure, and to also create 

configuration updates. 

- Orderer: It promotes transaction finality received from peers. Ordering 

service, which is comprised of ordering nodes, also helps eliminate bottlenecks and 

loss of performance as the network scales up.  

- Peer: Administrators can start a peer node process or check its status. 

Peer also provides the point for access and management to channels. 

- Osnadmin: Allows administrators to perform operations related to 

channel on an orderer. The activities can be: joining a channel, listing channels of 

which an orderer is a member, and removing it from a channel. 
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Figure  2 Hyperledger Fabric Network Topology 

 

 The figure 2 depicts the network topology used in this research. In this 

study, there are five actors or network members within our blockchain network: 

- Distributor: The middleman who establishes and maintain the blockchain 

network. 

- Supplier 1: A participant of the network. 

- Supplier 2: A participant of the network. 

- Retailer 1: A participant of the network. 

- Retailer 2: A participant of the network. 

 Supplier 1, Supplier 2, Retailer 1, and Retailer 2 are participants of the 

network, who also host their own peer nodes that link to their own ledgers as well. 

Together, these 5 organizations form a blockchain network with an application 
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channel for secured and private interactions. Each organization has their own MSP to 

manage and authenticate peers and users. Any unauthorized entry or attack is unlikely 

to happen as long as each organization has the capability to verify and control each 

member via certificates and keys. As seen in figure 2, This Hyperledger Fabric 

blockchain network has 5 members, all of which host their own instances of peer 

nodes, smart contracts, and blockchain ledgers.  Each peer instance is holding an 

identical copy of the blockchain ledger. An ordering service comprising of one 

ordering node will be started in order to facilitate the transactions that will be 

conducted later. Also, Smart contract used in this research is named “simple” 

contract, whose role is to establish a mechanism for which peers can invoke 

transaction from one entity to another as defined by the logic within the smart contract 

itself. As explained in the preceding subsection of this chapter, the smart contract is 

meant to establish entities within the blockchain network, combined with functions 

that allow for initializing their account holdings, and another for sending a 

predetermined amount of said account holdings from one entity to another. The smart 

contract can be installed on any peer within the network, provided that specific peer 

needs to utilize any function within the smart contract.  

 In addition, peer ledger or blockchain ledger stores information relating to 

all transactions, including configuration updates in the blockchain network itself. In 

the event that one peer is temporarily offline, it will receive the up-to-date blocks 

containing transactions as well as configuration updates later on when it goes back 

online within an allowed period of time. The way this works is that all peers have 

their own blockchain ledger of which blocks are distributed from either orderer or 

other peers based on whichever can be done quicker. This ledger contains blocks 

linked together using hashes, providing almost impenetrable security where data 

tampering is almost impossible due to its many layers of security and distributed 

nature. Peers also host their own ledgers alongside the smart contract if required.  

Besides, the ledger that each peer hosts contains identical information about the 

business logic and its facts. This means that each blockchain ledger that is being 

hosted by each peer contains identical information that has been copied and 

distributed to each other. This information is the current world state of the 

transactions and facts about any assets and entities recorded. The facts and current 
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world state are changed due to subsequent transactions made. The blockchain ledger, 

or ledger in short, cannot be changed or tampered with in any way; instead, it can only 

be appended—meaning that it can only be added, and it cannot be changed 

retroactively. 

 Moving on, for the orderer, since there are few transactions conducted in 

each experiment of this research, there is no real advantage or impact with the number 

of orderer nodes used—as such, only one orderer node is used. Moreover, there is an 

application channel named “testchannel” created to connect all five organizations and 

one orderer node together. This testchannel enables all members to participate and 

access confidential information such as transaction history or channel configuration 

updates. All peer, smart contract, ledger instances and one orderer node are hosted 

inside docker containers to ensure security and complete isolation from the operating 

system—and preventing data tampering. 

 On top of this, the researcher also made use of some specific preparations 

for the experiment. For instance, in order to maximize the local hardware resources 

needed, the local computing unit is configured to run Windows 11 with Ubuntu 22.04 

LTS as the virtual machine residing inside this host Windows Operating System (OS). 

The Ubuntu OS has to install certain dependencies such as docker desktop, whose 

version is at least 4.18.0. Since docker desktop runs on another layer of virtual 

machine inside the Ubuntu OS, the resources are configured as following: CPU is set 

at 16, Memory is set at 7.8GB, Swap is set at 1GB, Virtual disk limit is set at 72GB.  

 As a notice, Docker Desktop can be downloaded from: 

“https://docs.docker.com/desktop/install/ubuntu/”, and it has to be configured in a 

certain way.  

1. Firstly, set up a docker repository within the Ubuntu OS using terminal. 

In a terminal window, type “sudo apt-get update” and “sudo apt-get update install ca-

certificates curl gnupg”.  

2. Next, add the official key: “sudo install -m 0755 -d /etc/apt/keyrings”,  

3. then “curl -fsSL https:// //download.docker.com/linux/ubuntu/gpg | sudo 

gpg --dearmor -o /etc/apt/keyrings/docker.gpg”.  

4. After this, type: “sudo chmod a+r /etc/apt/keyrings/docker.gpg”.  
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5. Now, the following command is used: “echo \ "deb [arch="$(dpkg --

print-architecture)" signed-by=/etc/apt/keyrings/docker.gpg] 

https://download.docker.com/linux/ubuntu \ "$(. /etc/os-release && echo 

"$VERSION_CODENAME")" stable" | \  sudo tee /etc/apt/sources.list.d/docker.list > 

/dev/null” in order to setup repository for docker desktop.  

6. Finally, the downloaded deb package can be installed using: “sudo apt-

get update / sudo apt-get install ./docker-desktop-4.18.0-amd64.deb”. 

 Also, in order to use Hyperledger Fabric, the researcher has to setup the 

dependencies as following:  

- Git is installed using the command: “sudo apt-get install git” 

- cURL is setup by using: “sudo apt-get install curl” 

- Docker is installed by: “sudo apt-get -y install docker-compose”, then 

installation is verified using: “docker –version” and “docker-compose –version”. 

Docker is also turned on by default using command: “sudo systemctl start docker” 

and “sudo usermod -a -G docker <username>”. 

- Go is installed by downloading the latest executable using 

“https://go.dev/doc/install”.  

 As an additional note, Hyperledger Fabric sample network containing the 

essential Fabric components for this experiment can be installed as shown below:  

1. Find a desired directory in which Hyperledger Fabric executables and 

configuration files are saved, then open a terminal window inside said directory. 

2. To get the Hyperledger Fabric install script, use: “curl -sSLO 

https://raw.githubusercontent.com/hyperledger/fabric/main/scripts/install-fabric.sh 

&& chmod +x install-fabric.sh”. 

3. This gives the user a script from which Hyperledger Fabric components 

can be chosen to be installed. 

4. Type: “./install-fabric.sh docker samples binary” in order to install 

Hyperledger Fabric docker images, sample configurations, and binary files for 

Hyperledger Fabric components. Components such as: cryptogen, configtxlator, 

configtxgen, orderer, peer, osnadmin, and more will be installed. This gives the 

complete setup of Hyperledger Fabric sample network. For the experimentation done 

in this study, the researcher also utilizes the same Hyperledger Fabric installation 
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method as shown, with the exception of configuration files—which are specially 

preconfigured for testing, alongside some scripts written to automate many processes 

of the network creation workflow as shown in Chapter 4 of this research. 
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CHAPTER  4 

EXPERIMENT RESULT 

 

 This chapter showcases the detailed explanation for blockchain network 

testing, from how it is created, the various configurations deployed, and how the data 

is obtained and presented. Firstly, the author outlines the configuration details which 

the tests take place—including the hardware and software used, as well as the 

blockchain platform on which the experiment is based. The total number of 

experiments are also explained along with details for each one of them. Next, we see 

the experimentation workflow for blockchain networks based on Hyperledger Fabric 

such as this one, specifically as to how the network is constructed. Furthermore, the 

transaction mechanism is shown to explain how the distributed network handles such 

procedure with security as a priority. Then the experimentation result is shown, 

alongside how each data point is obtained and how its average transaction time is 

calculated—as well as pointing to the gradual rise in delay of network performance in 

relation to the increasing number of peer nodes. After this, an explanation is provided 

as to why the network consumes a lot of resources, and to why it cannot be scaled up 

past a certain threshold in this local testing environment. Finally, it is shown the 

reason why peers are taking up most of computing resources in order to communicate 

to each other to keep the network secured and synchronized. 

 

Blockchain network configurations and workflow 

 Here the author outlines the configurations used in this study as network 

scalability is demonstrated. Hyperledger Fabric is designed with modularity as a 

priority as components can be swapped out as desired. It also features fast transaction 

speed, smart contract technology, as well as refined data sharing. The particular 

network configuration used in this research is conducted on a Windows PC running 

on Windows 11 Pro 22H2 with OS Build 22621.1702. The actual Hyperledger Fabric 

network is then run on an Ubuntu (version 22.04 LTS) virtual machine located within 

the Windows Operating System. The following are the specifications for said virtual 

machine: 
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- CPU: AMD Ryzen 7 4800HS (8 cores/16 threads) 35 Watt @ 3GHz 

- RAM: 16GB DDR4 @ 3200MHz 

- GPU: Nvidia GeForce RTX 2060 6GB 

- Storage: 150GB PCIe Gen 3 SSD 

 There are also a number of prerequisite software and executables needed in 

order to run Hyperledger Fabric and create a blockchain network for this study. As 

per outlined in Fabric’s official documentation (Fabric, 2023b), there are a number of 

base layer software and dependencies needed. Since the study utilizes Ubuntu as the 

operating system, the author uses the following applications: 

- Git: Version 2.34.1 

- cURL: Version 7.81.0 

- Docker: Version 23.0.5 

- Docker-Compose: Version 2.17.2 

- Docker Desktop: Version 4.18.0 

- Go: Version 1.20.2 

- JQ: Version 1.6 

 For Hyperledger Fabric executables, the author uses the latest available 

Hyperledger Fabric binaries at the time of writing to run the network. The details are 

as following: 

- Cryptogen: Version 2.4.9 

- Configtxgen: Version 2.4.9 

- Configtxlator: Version 2.4.9 

- Peer: Version 2.4.9 

- Orderer: Version 2.4.9 

 The network architecture and the general framework upon which this 

network is based can be found in the preceding chapter of this study. What the author 

intends to do with this framework is to demonstrate the blockchain network potential 

in supply chain, including its scalability and flexibility. The underlying assumption of 

these blockchain network configurations and experimentation is to test the limit upon 

which the local environment-based simplified blockchain network can achieve per 

given computing resources. For instance, the first experiment, consisting of only 2 

organizations and 2 peer nodes with an orderer is meant to display the minimum 
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requirement for a blockchain network to operate. This blockchain configuration can 

give readers an expected minimum average transaction time for a blockchain network. 

It is also a benchmark on which further testing is based. Furthermore, the second 

experiment is meant to represent another supply chain network containing a total of 

10 peer nodes across 5 organizations. This test is the template from which further 

experiment in this research is based, partly because the rest of the experiment will 

maintain the organization number as 5 members. It is expected that the number of 10 

peer nodes is easily handled by the available hardware, and that further experiments 

from experiment number 3 to 5, or from 20 peer nodes to 40 peer nodes will not affect 

the hardware capability to handle the transaction invocation, as well as the constant 

communication between peer nodes. However, experiment number 6 and 7 are 

believed to consume the maximum capability of allocated hardware and its resources 

as will be explained later in this chapter. 

 Besides, this blockchain network is tested and further analyzed by increasing 

the number of peer nodes with increments of 10 per experiment. Essentially, the 

network will be started out as having 2 organizations, and with each organization 

hosting only one peer node in order to establish the minimum requirement of running 

such a blockchain network based on Hyperledger Fabric. Next, a custom smart 

contract based on Go will be installed on both peer nodes. Afterwards, chaincode 

initialization will take place using a command from one of the two peer nodes. This 

initialization populates the blockchain ledger with information about certain entities 

and their account holdings in a form of integer number. Then one of the peer nodes 

will send out a transaction command, of which will be approved and appended into 

the blockchain ledger. Afterwards, another experiment will take place by which the 

network will scale up to 5 organizations, with 2 peer nodes inside each organization. 

The same custom chaincode will be installed, and the transaction will take place. 

Thereafter, we scale the network up by increasing the peer nodes to 10 nodes across 

all 5 organizations. Experiment number 3 will keep the number of organizations at 5, 

while increasing the peer nodes to 20. This means that each organization contains 4 

peer nodes. Consequently, it creates a consistent and equal distribution of the number 

of peer nodes across all 5 organizations that ensure the testing is kept as neutral as 

possible, with the performance of the network being tracked at all times. Experiment 
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4 through 7 will maintain the number of organizations at 5 and increase the number of 

peer nodes equally across all of them, up until there are 12 peer nodes for each of the 

organization—totally 60 peer nodes at the end. The exact details of how all the steps 

are executed can be found below. 

 

Table  4 Blockchain system configurations used in this research 

  

Blockchain System Configurations Used in This Research 

Experiment Number 1 2 3 4 5 6 7 

Number of Organizations 2 5 5 5 5 5 5 

Number of Peer Nodes 2 10 20 30 40 50 60 

 

 The table 4 describes the number of experiments, and how each of them is 

structured. As explained before, we start from the minimum requirement of a 

blockchain network—which has 2 peer nodes and 2 organizations. Moving on to 

experiment 2, the network is started again, but with 5 organizations and 10 peer nodes 

equally distributed. Experiment 3 is started with 5 organizations and 30 peer nodes, 

while experiment 4, 5, 6, and finally 7 increase the peer nodes by increments of 10. 

The peer nodes are equally distributed among all 5 organizations.  The workflow of 

this entire research is optimized to save time and prevent previous experiment’s 

interference and unwanted effect on network performance and stability. The 

standardized workflow for this research can be found in figure 3. 

 In step 1, we start by generating the crypto materials needed for network 

creation. To do this, we utilize Cryptogen tool to generate key materials such as 

certificates and keys for each organization. These materials are credentials that peer 

nodes and users utilize whenever they participate in any activities within the network. 

Any user or peer instances that attempt to execute any command on the network will 

not be granted permission—that is, without the specific certificates and keys known to 

the organizations and network. After this, in step 2, we can start deploying docker 

containers for orderer and organization peers. By using docker, we can guarantee 

complete system isolation with the containers from system interference. Not only does 

docker consumer little resource, but it also provides additional layer of security. For 
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instance, docker desktop that is used to manage and monitor docker containers in this 

research runs on a virtual machine state, effectively cutting it off from the system’s 

interference and potential security risks.  

 

 

Figure  3 Experimentation work flow  

 

 In step 3, Before a channel can be created, the administrator has to generate 

what is called “a genesis block”. This genesis block is the primary method by which 

the network can be initialized, called “bootstrapping”. Configtxgen tool is used in 

order to generate the block with information provided by a configuration file. This file 

contains details about each organization, including information about this channel and 

its policies as well. Next, in step 4, the orderer joins the network before peers, using 

osnadmin command tool. As explained by Fabric’s documentation (Fabric, 2023a), 

the first orderer node that joins the channel is essentially activating the channel for 

peer nodes. Step 5 and 6 focus on chaincode packaging, installation, approving, and 

committing into the channel. These steps require administrator to setup proper 
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channel and chaincode policies to allow for appropriate levels of participation from 

organization members, as well as their peer nodes. Lastly, after chaincode has been 

committed, we can initialize and invoke transactions. The invocation of smart contract 

allows the author to record and measure the network performance, all of which will be 

explained in detail in subsequent section of this chapter. 

 

Experiment result 

 As mentioned in previous sections, Hyperledger Fabric version 2.5 was 

chosen for this research. Still, there are a number of processes to be complete prior to 

running Hyperledger fabric docker images with Fabric CLI tool binaries and create a 

blockchain network. After installing all the base layer software as outlined in previous 

chapter, we can start cloning the official Hyperledger Fabric samples configuration 

files, as well as platform-specific CLI tool binaries and configuration files. These 

configuration files and docker files enable us to design and test the various network 

configurations as desired. However, since Hyperledger Fabric is designed with 

pluggable components, it is recommended to design the network topology with 

selected components beforehand as it helps speed up the development and 

deployment processes.  

 The experiment procedure and configurations mentioned above are 

conducted one by one, each separated from the rest. After each experiment run has 

completed, the transaction time is measured using command feedback from the logs. 

Each transaction has to go through “transaction flow”, which is the mechanism behind 

asset exchange in Hyperledger Fabric. Transaction flow highlights the Execute-Order-

Validate protocol of Fabric where achieving consensus is done through a process of 

voting. The protocol is explained below (Belchior, 2019): 

- Execute: This process refers to when after blockchain client created a 

transaction proposal and sent it through to endorsing peers. The transaction contains 

the transaction info, payload, and transaction ID. The endorsement peers in this 

process simulate the transaction proposal against their own ledgers to make a 

read/write set, as well as checking the validity of the transaction itself. Endorsing 

peers then send the proposal response along with the transaction ID, read/write set, 

endorsers’ ID and their signatures back to blockchain client. 
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- Order: Blockchain client then sends this verified endorsed transaction 

received from all the endorsing peers to the orderer. The orderer will check whether 

the client has permission to propose a transaction in the channel. After this, Orderer 

makes a block of the endorsed transaction in an ordered manner for the channel. 

Orderer will then broadcasts this transaction to all peers inside the blockchain 

network. 

- Validate: As a final check, each peer needs to validate this transaction 

by verifying it with endorsement policy configured beforehand. The read/write set is 

also checked for this transaction in the block. If anything doesn’t match, the peer 

simply cancels the transaction. If everything proceeds without any error, the ledger is 

then updated with this new block, containing a transaction that passed all the checks. 

 

 

Figure  4 Transaction Mechanism 

 

 Figure 4 shows the mechanics behind every transaction taken place in this 

research. It utilizes Execute-Order-Validate protocol (Fabric, 2023e) used in 

Hyperledger Fabric Blockchain platforms. In step 1, the mechanism starts with client 
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or submitter initiating the transaction with payload that is equipped with timestamp, 

channel ID, chaincode ID, as well the signature of submitter. This transaction 

proposal is then passed to endorsing peers who will then execute/simulate the 

transaction against their existing state database or blockchain ledger. Endorsing peers 

have to verify whether: transaction proposal is formed correctly, whether it has been 

submitted before to prevent double-spending, whether the transaction submitter’s 

signature is valid, and whether the submitter is authorized to propose transactions in 

this channel in the first place. 

 In step 2, If it’s valid and correct, endorsing peers will then endorse this 

transaction with their unique signatures and pass it back to the submitter, who has to 

check these signatures or approvals against the channel endorsement policy set by all 

peer members. During step 3, if enough approved votes are collected, this transaction 

is considered valid and endorsed, it will also be then broadcasted to the endorsing 

peers, who verify the consistency of transaction prior to step 2. Endorsing peers will 

then broadcast this transaction proposal as a transaction message to ordering service, 

containing read/write set, channel ID, and signatures from endorsing peers. In step 4, 

Ordering service orders the transaction and creates a block to send to all peers within 

the channel. Each peer validates the transaction again against their own blockchain 

ledger to make sure there is consistency to their respective existing ledger. Finally, 

each peer can approve the transaction as valid then append this block into their own 

ledger. 

 Moving on to the result, through a series of testing the author has accumulated 

groups of data points in order to establish the average duration for transactions based 

on the size of networks. The data helps create an exact picture of what has been 

achieved and how important they are to realize its mechanism alongside performance, 

as well as stability associated with such blockchain network. Moreover, these numbers 

also help cement the reliability and flexibility of the concept to be further used in future 

experiments—including stretching the limits of its practical scalability. The table below 

demonstrates the results of such nature as the author successful conducted a series of 

experiments focusing on the network scalability and transaction performance, with 

gradual increase on system load via peer numbers.  
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 To begin, the table 4 contains the number of peers to be used in a series of 

isolated experiments. There are a total of 7 experiments all of which tested the 

network performance in terms of scalability, transactional speed, and network 

reliability. While 6 of them contains a total of 5 organizations as members inside a 

blockchain network, the first experiment only has 2 organizations. This is done to 

establish a baseline number of minimum requirement for a functional blockchain 

network so that we can see how the performance behaves over increasing numbers of 

peer nodes. Moreover, as mentioned multiple times in preceding sections, the network 

utilizes only one orderer node since there are few transactions needed to be invoked to 

test the performance; therefore, additional orderer nodes are considered redundant and 

unnecessary in this scenario. Furthermore, there are 5 peer nodes used in most of the 

experiments except the first one as it is the one meant for baseline observation. Peer 0 

for each of the 5 orgs are used to measure the transaction speed every time a 

transaction is invoked. These peer 0s are essential to measure the speed since they are 

designated as endorsing peers (Andrade-Salinas, Salazar-Chacon, & Vintimilla, 2020, 

p. 98; Rilee, 2018).  

 

 

Figure  5 Transaction log inside Docker Desktop 
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 These endorsing peers are vital to the network since they practically simulate 

transactions against the chaincode, and then endorse those transactions through 

orderer to get it appended into the ledger. Because the author has preconfigured this 

series of blockchain network to use all 5 peer 0 from 5 organizations as endorsing 

peers, we are able to measure a more precise change in network performance and 

stability than a fewer number of endorsing peers in the network. In order to achieve a 

more uniform and easier way to understanding how the blockchain network behaves, 

the author has decided to add the average number of transaction speed as the deciding 

factor to look into the experiment itself. Through this, we are able to grasp a simpler 

and more definitive meaning to grading the transaction speed as the average number 

adds more clarity and consistency. To get transaction speed for each endorsing peer, 

the author conducted an experiment where a transaction is invoked using peer 0 from 

org 1. The transaction proposal is simulated against the chaincode and then passed to 

orderer and then back to all the peers. The duration between transaction endorsement 

and block commit, which is basically when the transaction is cemented as finalized 

and appended into the blockchain, is considered to be the time it takes to complete a 

block. Figure 5 shows an example of how each number is obtained.  

 

Table  5 Blockchain experiment results 

 

 From the figure 5, we know that there are steps by which the transaction 

must complete before it arrives to commit stage. Typically, it starts from endorsement 

Peer names 
Number of Peers 

2 peers 10 peers 20 peers 30 peers 40 peers 50 peers 60 peers 

Peer 0 Org 1 2039 2053 2087 2123 2175 2329 2341 

Peer 0 Org 2 2039 2054 2086 2126 2161 2241 2337 

Peer 0 Org 3 N/A 2050 2087 2126 2163 2190 2310 

Peer 0 Org 4 N/A 2052 2081 2118 2170 2170 2328 

Peer 0 Org 5 N/A 2050 2087 2115 2174 2242 2333 

Average 2039 2052 2086 2122 2169 2234 2330 

Results are based on duration between transaction endorsement to block commit 

All figures are in milliseconds (ms) 
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as peers simulate transactions as seen at the time of 10:22:32.165. When it arrives at 

block commit exactly on 10:22:34.256, we can see the block is committed into the 

blockchain ledger. To get the transaction speed for this particular peer, we subtract the 

duration by which it takes from block endorsement to block commit which is 34.256 – 

32.165, which results in 2.091 seconds.  Next, in order to get an average number, each 

transaction speed on each particular experiment is added against the rest and then 

divided by the total number of endorsing peers. This same method is consistently used 

against all the other peers in the rest of experiments, creating a group of data by which 

the averages are calculated and show. These average numbers provide a clearer and 

more concise view into how the network behaves under different configurations—

especially with network scalability and stability. 

 

 

Figure  6 Average transaction speed (milliseconds) 

 

 For instance, in order to arrive at 2.3298 seconds as the average transaction 

speed with 60 peer nodes, the researcher added all 5 peer 0’s transaction speed and 

then divide it by 5 as shown below: 

(2.341 + 2.447 + 2.31 + 2.328 + 2.333) / 5 = 2.3298 seconds 
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 This same process is applied to all the other scenarios as well. Finally, we 

get 2.0390, 2.0518, 2.0856, 2.1216, 2.234, and 2.3298 seconds as the averages for 2, 

10, 20, 30, 40, 50, and 60 peer nodes respectively. In essence, average transaction 

speeds represent typical duration in which it takes to complete the transaction with a 

single orderer node in a Hyperledger Fabric Network. Figure 6 shows the average 

transaction speed represented as a line graph across all the experiments. One can see 

the obvious change in speed when the number of peer nodes are gradually increased 

in the network.  

 We start off at 2 peers with 2 organizations in a blockchain network, which 

has an average transaction time of 2 seconds 39 milliseconds. This establishes the 

typical time an absolute minimum size of blockchain network could achieve to 

process a transaction through a local test setup environment. Moving on, we establish 

a 5 organizations network, consisting of 10 peers, that is 2 peer nodes for every 

organization. The author found an average time of 2 seconds 52 milliseconds. This 

signifies a slow increase of transaction time compared to the previous run. However, 

it is just the beginning of a gradual decline of speed the more peer nodes are 

introduced into the network. For instance, we see a notable increase to 2 seconds and 

86 milliseconds once we conduct the experiment using 20 peer nodes in total. 

Comparing to 10 peer nodes, we get an increase of 34 milliseconds, which is not 

entire significant yet. Likewise, moving to a total of 30 peer nodes in the network, the 

average transaction time increases to 2 seconds and 122 milliseconds. Again, the 

increase is only 36 milliseconds in this scenario.  

 The significant increase in transaction time commences when the total peer 

nodes are at 40. The figure stands at 2 seconds and 169 milliseconds, an arguably 

noticeable increase of 47 milliseconds compared to having 30 peer nodes total. The 

surprising turn comes at this next scenario when the experiment was conducted with 

50 peer nodes total. The author obtains an average of 2 seconds and 234 milliseconds 

of transaction time in the local network, which is an increase of 66 milliseconds—a 

remarkable increase of almost doubled compared to that of experimenting with 10 

peer nodes total. Finally, we see average transaction time rose to its highest yet, at 2 

seconds 330 milliseconds when there are 60 peer nodes inside the network. This 

produces 95 milliseconds slower transaction speed compared to 50 peer nodes, or 278 
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milliseconds when compared with only 10 peer nodes total. This whole experiment 

reveals a lot about the potential of blockchain network based on Hyperledger Fabric, 

and particularly how it may be used in a supply chain network seeing how its 

performance can degrade over the number of total participants. As we increase the 

network size, the more time is needed to process a transaction across the whole 

network before it can be cemented into the blockchain ledgers. Due to its distributed 

nature, blockchain inevitably suffers from performance bottleneck as it entails the 

number of total participants with the consensus protocol, as well as the endorsement 

policy. With this experiment, the author uses rather simple network configurations 

where there is no extra load on the network performance such as Certificate Authority 

(CA) or even external database solution like CouchDB, aside from intended factors 

such as orderer and peer nodes. 

 Noticeably, the size of the network being kept at 5 organizations and 60 peer 

nodes is not a coincidence. Because the experiment is being conducted on a local 

virtual machine meant to emulate tens of computer nodes, the size of the network has 

to hit a hardware bottleneck somewhere. The author has found the limit to be at 60 

peer nodes per available computing resources. This research keeps the size at these 60 

peer nodes to account for performance loss and network stability. As higher the 

number of peer nodes go past this amount, the more unstable the network is—mainly 

due to inadequate CPU cycles being distributed for peer nodes, rendering the network 

unresponsive and leading to it inevitably failing. In more simple terms, the computing 

resources are unable to simulate more than 60 peer nodes in this form of experiment 

due to hardware limitation. Taking a look at figure 7 above, we see that the CPU is all 

used up simulating 60 peer nodes for this blockchain network. Also, this is the exact 

reason why we see a rather startling reveal of increasing network performance loss 

during experiments with 50 and 60 peer nodes total in the network. As CPUs are 

being bombarded with instructions, it can no longer simulate the interactions between 

orderer to peers and peers to peers instantly and reliably, thereby forcing the whole 

network to wait or in some cases freeze and quit entirely. 
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Figure  7 Computing Resources Used 

 

 Besides, looking at figure 8 and 9, we can see that the orderer and each peer 

occupies some percentages of the computing resources as they are running. These tiny 

percentages add up to collectively and effectively bottleneck the system, making it 

totally unresponsive when reaching a certain threshold as per discussed. The main 

reason is as an increasing number of peers are being simulated on the network, the 

more interactions are made between them, primarily with a protocol known as Gossip 

Data Dissemination Protocol (Fabric, 2023c). As Blockchain networks are distributed 

and lack any sort of central authority by nature, Hyperledger Fabric peer nodes in this 

research need to communicate to send or receive data to and from each other using 

gRPC (Gęsior, 2020) and proto buffers for bi-directional communication about 

channel membership, peer discovery, as well as to pull missing data from other peers, 

and to send data to new peers on the network. All peer nodes in this experiment also 

send signed heartbeats to each other over an interval period of time to acknowledge 

and check for each other’s presence on the network. As a result, these reasons 
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encompass the limitation set on out local testing environment of a blockchain network 

such as this one. 

 

 

Figure  8 Resources used in a test 

 

 

Figure  9 Gossip data dissemination protocol as used by a peer node 
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Smart Contract-Enabled Blockchain Framework and Applications in 

Agri-Food Supply Chain 

 Using the network topology established earlier in this research as an 

example, blockchain and smart contract can be integrated into said supply chain 

network for many general purposes. Below is another blockchain network topology 

where blockchain technology and smart contract can be integrated into a typical food 

supply chain. We have 5 total members within this blockchain network: Producer, 

Manufacturer, Distributor, Retailer, and Customer. These business allies have agreed 

to establish a blockchain-based supply chain network in which they can partake with 

various activities. However, for the sake of simplicity, here we establish an example 

where members use smart contract to automate order processing and payment in this 

blockchain network. Because this blockchain network is permissioned, there is no 

worry that any unauthorized third-party user or malicious actor could have access to 

the information shared among members within the same channel or network. 

 

 

Figure  10 Smart contract implementations in a blockchain-based agri-food supply 

chain network 
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 From figure 10, there are 5 members inside a blockchain network, using 4 

smart contracts: Production Contract between Producer and Manufacturer, Delivery 

Contract between Manufacturer and Distributor, another Delivery Contract between 

Distributor and Retailer, and Sale Contract between Retailer and Customer. Each of 

these contracts can be established by all participants negotiating terms and conditions 

upon which the transactions and other activities are agreed. These contractual terms 

can be made into business logics to be implemented inside smart contracts. These 

business logics should also be automatically invoked using certain activities or status. 

For instance, Production contract is established with an order coming from 

Manufacturer which alerts Producer. Producer can then prepare and fulfill the order in 

step 4, after which the payment will be automatically processed and sent when the 

goods arrived in certain conditions. These statuses and activities can be translated into 

business logic inside Production Contract, to which business logic and terms only 

Producer and Manufacturer has access. Additionally, Manufacturer and Distributor 

may establish an entirely different smart contract pertaining to logistics of the 

product. This contract may focus on punctual delivery of said product in good 

condition that may require logs of product’s status along the way. Whenever 

Distributor issues a new order in step 6, Manufacturer may start recording the logs of 

product’s status, from packaging to delivery. Along the way, the logs are 

automatically recorded until it reaches the destination, upon which the smart contract 

may activate its final process—to pay manufacturer if the product’s quality is in 

certain acceptable conditions. All of these activities can be recorded into the 

blockchain as transaction updates that cannot be modified, and thus, ensure 

immutability, truthfulness and transparency of data. 

 Next, another delivery contract between Distributor and Retailer is activated 

in step 10. Distributor and Retailer may negotiate certain conditions of the order such 

that it may require certain agreements to order in bulk where both parties have to 

approve beforehand. Therefore, this Delivery Contract may operate in a distinct 

manner compared to the previous Delivery Contract. Whenever the order is fulfilled 

in step 12, the automated payment system setup through the use of smart contract and 

either digital currency system within the blockchain, or even external payment 

gateway can be used to transfer payment between both parties. Finally, the smart 
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contract created between Retailer and Customer may involve the use of digital 

payment system established within the blockchain as to ensure seamless payment and 

extra advantages. Customer may use the Sale Contract to send order to Retailer, who 

may utilize this same smart contract to track the order from when it is picked from the 

warehouse, to packaging, to delivery, and finally to customer’s destination. By 

utilizing creative use of smart contract with data immutability of blockchain, this 

smart contract can offer plenty of unique selling points to the businesses involved. 

 More instances of how smart contracts can be utilized, the author encourages 

readers to explore his previous works about blockchain (Kang & Indra-Payoong, 

2019; Kang & Indra-Payoong, 2021). In these articles, the author has explored the 

conceptual nature of blockchain and smart contract utilization in supply chain where 

more details regarding smart contracts are further explained. Although the blockchain 

and smart contract platform itself is not based on Hyperledger Fabric, the 

fundamentals regarding their usage and practicality may still be applicable and 

utilized to further enhance the supply chain effectiveness and performance. Besides, 

the official Hyperledger Fabric case studies offer more practical usage of Hyperleger 

Fabric Blockchain and smart contracts in which many real-world applications of such 

system are being tested. One such case is the blockchain system utilized in finance 

industry for firms like: taXchain, GSBN, Splunk S&P, Joisto, Mindtree, Deutsche 

Börse Group,  (Fabric, 2017, 2018b, 2019b, 2019c, 2020b, 2021a). There are also a 

number of case studies done in supply chain industries with the following companies: 

Fujitsu and Botanical Water Technologies for recovering water during agricultural 

farming processes. (Fabric, 2022), MineHub-KrypC for automated mining workflow 

globally (Fabric, 2021b), and Dubai’s digital Silk Road that prioritizes trade (Fabric, 

2020a).  

Moreover, some other studies have managed to implement blockchain and 

smart contract to manage both physical and information flow in agri-food supply 

chain. For instance, Walmart and DLT Labs collaborated to manage payment and 

other constant data flow between carriers and Walmart Canada across its 400 stores 

(Fabric, 2019a). in 2019, DLT labs and Walmart launched a blockchain and smart 

contract-based network to track, verify, and automate transactions. Walmart possess a 

massive network of suppliers and carriers within a complex supply chain that is hard 
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to sustain with traditional information management systems. The problem regarding 

invoicing issues and disputes that results in delayed payment costs Walmart millions 

of dollars a year. Because Walmart’s typical food supply chain comprises of 220+ 

data points per load, with numerous properties assigned to each load, with 500,000 

totaled each year. To combat this, Walmart collaborated with DLT Labs to create a 

blockchain network based on Hyperledger Fabric because of its scalability and 

modular framework. As a result, the blockchain network feasibly scales and is able to 

continuously take on data from Walmart’s full fleet of 70 carriers, all in real time and 

24/7. The platform runs on 600 virtual machines (VMs) in order to manage and store 

data points across all nodes. Furthermore, Walmart is able to cut back invoice 

disputes from 70% to an impressive 1.5%. The typical error threshold of $10 per 

invoice went to $0 as the timeline for carrier invoice approval also went from 6-8 

weeks to less than a week. Carriers get paid much faster using this blockchain-based 

network as opposed to the traditional one as Walmart can save time and a lot of 

resources with invoice procession and spend less time on disputes with its carriers.  

Another noticeable instance of blockchain and smart contract application in 

agri-food supply chain is from Walmart’s collaboration with IBM (Fabric, 2018a) as 

it utilizes Hyperledger Fabric for scalability, flexibility, and transparency inside its 

agri-food supply chain. As food-borne disease can happen at any moment, it usually 

takes as long as weeks to find the original source of such events. Walmart implements 

a blockchain network with support for smart contract, and scale this network up with 

its many suppliers of mangoes, strawberries, leafy greens and more. Walmart’s past 

attempts at scaling a food traceability system never scaled, mainly because they were 

all centralized database systems. With blockchain’s decentralized nature, as well as its 

scalability and flexibility, the network manages to decrease the time to trace mango’s 

provenance from 7 days to 2.2 seconds. Now Walmart is attempting to expand more 

of its products such as: leafy greens, chicken, pork, strawberries, dairy products like 

milk, and even salad into this blockchain network. 

In short, there are much more applications in other industries conducted by 

various start-ups as well as veteran technology firms around the world. All of these 

projects adapt Hyperledger Fabric blockchain network with smart contract to various 

creative degree and success that should not be overlooked. The pilot tests and 
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experiments conducted are what fuels blockchain and smart contract adoption in 

mainstream businesses and industries, all of which could benefit millions of people 

across the globe.  

 

 

2
8

4
5

2
4

2
0

2
0



 

B
U
U
 
i
T
h
e
s
i
s
 
6
1
9
1
0
0
0
3
 
t
h
e
s
i
s
 
/
 
r
e
c
v
:
 
2
8
0
6
2
5
6
6
 
2
2
:
2
5
:
2
6
 
/
 
s
e
q
:
 
1
0

   

CHAPTER 5 

CONCLUSION 

 

Conclusion 

 Supply Chain is one of the most vital industries known to modern human 

society, encompassing all sorts of manufacturing and logistics of products and 

services. However, there are many existing issues in the field such as power 

imbalance, transparency, flexibility, and scalability in modern supply chain.  

Presently, there have yet to be any solutions capable of decentralizing the authority 

figure, as well distribute equal power and information sharing to various stakeholders 

in a scalable manner from which parties such as producers can benefit. Enter 

blockchain, a modern take on decentralized and distributed network system meant to 

decouple an authoritative figure from controlling any network with absolute power. 

Blockchain is an emerging technology, focusing on decentralization and security. It is 

best known for powering Bitcoin, the most adopted cryptocurrency to date. As 

blockchain is evolving into a tool meant to be used in various scenarios, Hyperledger 

Fabric came into existence as an open-source blockchain framework since 2016. 

Because supply chain industry as a whole is plagued with numerous issues like 

centralization of power, lack of information sharing, and ineffective scalability across 

the value chain, blockchain network based on Hyperledger Fabric is currently one of 

the most cutting-edge solutions being implemented in various industries worldwide. 

 We have taken a look at the current implementations of blockchain 

technology in supply chain across various industries. What it entails is that current 

trend seems to be focusing on decentralization of authoritative powers such as big 

retailers and manufacturers, increasing security and scalability in supply chain—

particularly relating to information sharing, as well supply chain traceability which is 

a blockchain’s core strength. It can also be concluded that projects regarding 

blockchain integration into supply chain is on the rise because of its untapped 

potential in the future. Next, we have also seen an application of blockchain based on 

Hyperledger Fabric into a test network comprising of 5 organization in a supply chain 

network. These actors or members are grouped into one blockchain network for a 

number of experiments. These experiments target the usability of blockchain by 
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utilizing a local testing environment and various pluggable components. The network 

is recreated many times, each with a different number of peer nodes in order for us to 

witness its scalability and usability in a local testing environment. The result shows a 

remarkably usable network, with each member organization achieving consistent 

information keeping, with the performance limit based solely on hardware limitation. 

The author believes this experiment could still be scaled up further with a more 

advanced and sophisticated form of network configuration whether on a local testing 

with multiple computing units, or on the cloud. Moreover, this research also explained 

and answered in a detailed manner regarding the process and workflow of how a 

distributed network such as blockchain could be implemented in a supply chain 

network. The configuration, workflow, as well as the resources needed were fully 

explained and shown, with how each element is utilized to such effect that the 

network can be recreated at will with minimal errors. 

 This research takes the form of testing because existing literature tend to 

focus more on frameworks and concepts of blockchain application rather than taking 

the experimental approach. As such, the author prefers using a rather straight on 

method of utilizing blockchain and smart contract in supply chain in order to fully 

explore its potential in terms of security, scalability, and flexibility within a supply 

chain network since these issues occur frequently across all supply chain industries. 

The author decides to keep the experimentation within a closed, local testing 

environment primarily because this method keeps the experimentation more straight 

forward and more flexible, as well as less complex and less time-consuming. This 

approach also helps with future experiments as the network can be fully and feasibly 

recreated with any local testing environment, and its components be inspected at will. 

Since each required component and software is also fully laid out, any errors and 

inspection can be done in a short time as compared to a more advanced and multi-host 

setup. 

 

Recommendation  

 Based on experimentation done in this research, the author would 

recommend further this testing into a more advanced setup, with more components 

and smart contracts at play, as well as more channels and security components such as 
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CA and multi-host setup in order to further extend the capability of this network. 

More custom solutions to existing components are also recommended, such as custom 

consensus protocol, database solution, and more peer node configurations. These 

future configurations may be able to address the issues such as transparency 

information sharing, enhanced security, as well as flexible business solutions to 

transaction and communication. 

 In addition, supply chain industry witnesses a perpetual shifting in conducts 

for decades due to advancement of technology, shifting customer preferences, 

increasing value stream complexity, logistics, and more. Because of this, issues 

around security, flexibility, and scalability pose a serious threat to supply chain’s 

performance around the world. With the introduction of blockchain and smart contract 

technology, the author combines the usability of both blockchain and smart contract, 

with supply chain network, to form an experimental network—one that aims at 

solving these issues. Besides, through an extensive review of literature, the author 

found that there is a serious lack of blockchain experimentation in various supply 

chain industries to try and solve these issues. Many researches focus on frameworks 

and conceptual designs that have little to do with experimentation and configuration 

design, both of which are the core principles of scientific testing of this nature. The 

result is an extremely promising blockchain network capable of hosting 60 peer nodes 

and sustaining transaction invocation, with data safely stored with all of peers who 

maintain constant connection. This also increases security and network flexibility as 

various network configurations can be done as desired. The result also verifies that 

blockchain utilization in supply chain is a competent and useful novel solution—one 

that has a ton of potential besides what the author has explained and explored.
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The blockchain network in this research can be recreated using the following process: 

1. Crypto config files for each member organization + orderer. The 

command used to generate the organization artifacts is: “cryptogen generate –

config={PATH TO FILE} –output={PATH} 

 

Appendix A.1 Cryptogen file used to generate certificates 

 

2. Next, a docker-compose file containing details of orderer and each 

peer nodes such as: container name, images, configurations, commands, volumes, as 

well as ports to be exposed so that each peer component can communicate to each 

other within the blockchain network. Docker helps isolate the connection of 

blockchain components from outsiders so that data tampering is prohibited. The 

command used to launch the containers is “docker-compose -f {PATH TO FILE} up -

d” 

 

Appendix A.2 Docker-compose file used to launch orderer and peer containers 
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3. After this, we should have our docker containers running as seen 

below: 

 

 

Appendix A.3 Docker containers running 

 

4. Configtx file containing organization members’ identities, channel 

policies, orderer policies, channel profiles, and more.  

 

Appendix A.4 Configtx file used to manage network policies and create channel 
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5. Next, we can start creating the channel by using command 

“configtxgen -profile {PROFILE NAME} -outputBlock {PATH TO FILE} -

channelID {CHANNEL NAME}”. This creates a bootstrap file called a genesis block 

that which the orderer can join in order to initialize the channel operation. This file 

contains certificates and identity of network members so that any attempt to join the 

channel from outsiders is immediately rejected.  

 

 

Appendix A.5 Test channel genesis block 
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6. Furthermore, we command the orderer to join this channel, using 

command “osnadmin channel join –channelID {CHANNEL NAME} –config-block 

{PATH TO GENESIS BLOCK} -o {ORDERER ADDRESS:PORT} –ca-file 

{ORDERER CERTIFICATE} –client-cert 

{ORDERER_ADMIN_TLS_SIGN_CERT} –client-key 

{ORDERER_ADMIN_TLS_PRIVATE_KEY}”. Then each peer node is commanded 

to join the network one by one using “peer channel join -b {PATH TO GENESIS 

BLOCK}”. It is noted that each peer possesses unique address and certificate, and 

thus, the operator utilizes a script in which the address and certificates are 

automatically entered into the command before execution. 

 

Appendix A.6 Joining orderer and peers to test channel 
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7. The next step is to set anchor peers for each organization so that at 

least one anchor peer per member can discover and communicate with others of the 

same kind cross-organization, and within the same channel. 

 

Appendix A.7 Setting anchor peer 
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8. Now that the channel is properly set up. A chaincode needs to be 

installed so that transactions can be invoked. Using a script, the operator may 

package, install, approve, and commit the chaincode.  

 

Appendix A.8 Chaincode script 

 

9. Chaincode installation can be done using a pre-written script, or a 

script provided by the Hyperledger Fabric Sample Network. 

Appendix A.9 Chaincode installation 
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10. Finally, by using command “peer invoke”, user can invoke transactions 

based on what is written inside the smart contract. Below is an example of a 

successful transaction invocation in terminal. Then a transaction speed can be 

obtained in Docker Desktop log of the peer that invoked the transaction, as per shown 

in figure 5 under chapter 4 of this research. 

 

Appendix A.10 Transaction invocation 
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